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Be Vigilant and Make the Phone Call!

Wire Fraud: The Cyber 
Threat to the Real Estate 
Industry

Scott Stevenson, Esq.
CEO, Northwest Title

Scott.Stevenson@nwtitle.com
614-610-9909 (direct)

You and Your Clients Are 
Under Attack!
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You and Your Clients Are Under Attack!
Why The Real Estate Industry?

1. Path of Least Resistance

• Customer Service Oriented

2. Electronic Transfers of Funds for 
Real Estate Closings

3. Social Media & Internet Friendly

You and Your Clients Are Under Attack!
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Cyber Fraud in Real Estate Headlines

Attorney Hacked 1.9M deposit lost:
• A Manhattan couple wired a $1.9 million earnest money deposit for their 

new co-op but learned that the messages from an AOL e-mail account hid 
a crucial detail: They got conned.

• Robert Millard, a managing partner at Realm Partners, and his wife, Bethany, 
blame their real estate attorney, Patricia Doran, for “cybercriminals” stealing 
the 10 percent deposit intended for a Manhattan co-op they were buying 
for $19.4 million, according to a new lawsuit filed in New York State Supreme 
Court. 

• The Millards claim that Doran’s use of an AOL e-mail account and her lack 
of computer security essentially served as a neon sign welcoming hackers 
to snatch their money.

Cyber Fraud in Real Estate Headlines

Going After Sellers and Buyers with Fake Realtor and 
Title Company Looking Emails:
• Usually a home buyer/seller gets an email from what appears to be the real 

estate agent or a title company requesting a transfer of funds for escrow or 
the down payment. 

• The email appears to be coming from the company handling the 
transaction, the agent, attorney or title insurance officer.

• "One person we heard about doing this was slick — he knew the terms 
about closing and said all the right words," said Mary Frances Burleson, CEO 
of Dallas' Ebby Halliday Realtors.
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Cyber Fraud in Real Estate Headlines

It only takes one person in the 
transaction to click on the wrong 
email link to start this process and 
allow the cybercriminal into a 
transaction.

Social Engineering & 
Computer Intrusion Techniques
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Social Engineering

Social Engineering:

Is the psychological manipulation of people into performing actions or 
divulging confidential information. 

A type of confidence trick for the purpose of information gathering, 
fraud, or system access, it differs from a traditional "con" in that it is 
often one of many steps in a more complex fraud scheme.

Social Engineering & 
Computer Intrusion Techniques

Today’s Forms of Social 
Engineering:
• Vishing or Phone Phishing
• Phishing
• Spear Phishing
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Social Engineering & Computer Intrusion Techniques
Vishing or Phone Phishing:

The victim is prompted to call or log into 
“their bank" via a phone number or 
provided link in order to "verify" 
information. A typical "vishing" system 
will reject log-ins continually, ensuring 
the victim enters PINs or passwords 
multiple times, often disclosing several 
different passwords. 

Social Engineering & Computer Intrusion Techniques
Phishing:

Phishing is a form of fraud in which the attacker tries 
to learn information such as login credentials or 
account information by masquerading as a 
reputable entity or person in email, IM or other 
communication channels.

Typically, the phisher sends an e-mail that appears 
to come from a legitimate business—a bank, or 
credit card company—requesting "verification" of 
information and warning of some dire 
consequence if it is not provided. 

The e-mail usually contains a link to a fraudulent 
web page that seems legitimate—with company 
logos and content—and has a form requesting 
everything from a home address to an ATM 
card's PIN or a credit card number. 
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Social Engineering & Computer Intrusion Techniques
Spear Phishing
Is a targeted form of phishing in which fraudulent 
emails target specific organizations in an effort to 
gain access to confidential information. 

The objective of spear phishing and phishing are 
ultimately the same—to trick a target into opening 
an attachment or click on a malicious embedded 
link.

The Usual Suspect:

What Phishing Emails Looked 
Like Before 2016

They were fraught with “red 
flags” that would give the 
receiver an opportunity to 
quickly realize the email was 
“Phishing”
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The Usual Suspect: Not Long To Live, give my money to Charity please!
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Fraudulent Landing Page Seeks Login & Password

Spear Phishing a Real Estate Seller

Step 1: 
Locating 
target is as 
easy as using 
Zillow!
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Spear Phishing a Real Estate Seller

Step 2:
Search for 
property 
address on 
Auditor’s 
Web Site!

Step 3: 
Search for Seller in all 
Social Media to locate 
emails, phone numbers, 
personal information, 
habits, likes/dislikes, 
family, etc.
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Spear Phishing a Real 
Estate Seller

Step 4: 
Copy 
Realtor’s 
headshot

Step 5: 
Create new email 
account in 
Hotmail/gmail/etc. 
using Realtor’s name 
for the email address.  

Real or 
Fake?
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Real or 
Fake?

Real
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Real or Fake?

Real or Fake?
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Real or Fake?

Ransomware 
From the beginning of the year, 
ransomware attacks have 
bombarded like never before. In 
total, there is an increase of 500% in 
malware spread. 
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Ransomware
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Ransomeware

Companies average between $10,000 and $75,000 for hackers to provide 
keys to decrypt frozen networks. Individuals whose computers get hit pay 
as little as $100 to $300 to unlock their encrypted files.

Newark, Ohio: January 30th through February 15th, 2017

• The more than 1,000 county employees were 
without working office phones, email and internet 
access.

• Some data from Jan. 30 and Jan. 31 could not be 
retrieved, so employees are recreating lost data.

• 150 County Servers had to be rebuilt
• 9-1-1 services stopped
• No real estate transactions were processed during 

this time.  
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Have I Sufficiently Scared You Yet?

Protecting Yourself and Your Client
1. Passwords & Password 

Managers
2. 2-Step Verification of all 

Accounts
3. Anti-Fraud Disclosure To 

Consumers
4. Add anti-fraud language to 

your email signature
5. Get Professional IT Help for your 

business and home computers
6. Cyber Liability Insurance Policy
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Protecting Yourself and Your Client

Protecting Yourself and Your Client
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Howsecureismypassword.net

Protecting Yourself and Your Client

Passwords Manager
One Master Password to access the account

Access the your passwords on any device

Saves and even Creates passwords “X3$asickel()}<.1”
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Protecting Yourself and Your Client
Passwords Manager

2-Step Verification of Password: Just Do It!
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2-Step Verification of Password: Just Do It!
• One million accounts could be 

compromised and for sale on the 
dark web. 

• A user called SunTzu583 is 
auctioning off 500,000 Gmail 
accounts for 0.0219 bitcoin ($28.24) 
in one auction and 450,000 in 
another for 0.0199 bitcoin ($25.74).

• The compromised accounts 
occurred between 2010 until 2016, 
through third parties such as: 
Tumbler, LastFM, Adobe, Dropbox, 
Xbox 360, MySpace, Flash Flash
Revolution, LookBook, etc.

• However, it is recommended that 
users affected by breaches in the 
past change their passwords

2-Step Verification of Password: Just Do It!

When you enable 2-Step Verification (also known as two-factor authentication), you 
add an extra layer of security to your account. You sign in with something you know 

(your password) and something you have (a code sent to your phone).
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2-Step Verification of Password: Just Do It!

2-Step Verification of Password: Just Do It!
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2-Step Verification of Password: Just Do It!

2-Step Verification of Password: Just Do It!
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Protecting Yourself and Your Client
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Protecting Yourself and Your Client
II. Email Signature TAG LANGUAGE*

“Reminder: email is not secure or confidential.  [Real Estate Brokerage] will never 
request that you send funds or nonpublic personal information, such as credit card 
or debit card numbers or bank account and/or routing numbers, by email. If you 
receive an email message concerning any transaction involving [Real Estate 
Brokerage], and the email requests that you send funds or provide nonpublic 
personal information, do not respond to the email and immediately contact [Real 
Estate Brokerage]. To notify [Real Estate Brokerage] of suspected email fraud, 
contact: [designate email address and phone number that will be monitored for 
prompt local action and notification to Company].

Protecting Your Business:
Cyber Liability Policy for real estate professionals

Cyber Liability Insurance 
(also called Cyber Risk Insurance and Data Breach Insurance)
is a type of small business insurance that covers the cost of dealing with 
the fallout of a data or monetary breach. 

What Client Information do you maintain on your computer?
1. Bank Approval Information?
2. Social Security numbers?
3. Mortgage Payoff Account information/numbers?
4. Bank account information?
5. Driver's license numbers?
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Protecting Your Business:
Cyber Liability Policy for real estate professionals

How Cyber Liability Insurance Protects Real Estate and Title Businesses:

• Cyber extortion expenses. Sometimes cyber criminals hold your information "hostage" until 
you pay them. This is called "cyber extortion" and your insurance policy can help you pay the 
ransom.

• Legal expenses. After a data breach, your affected clients might decide to sue your 
business. Even if those lawsuits never reach a courtroom, you'll still have to pay for legal 
counsel and possibly a settlement.

• Notification of affected parties. In most states, the law requires businesses to notify affected 
partied after a data breach. Depending on the number of individuals involved, this could 
end up costing your business a significant amount of time — and money.

• Credit monitoring services. You may want to offer affected parties credit monitoring services 
in order to regain their trust and repair your relationship. Your insurance policy can help you 
pay for these services.

• A marketing campaign. After a data breach, your reputation may be tarnished — which is 
why your insurance policy helps you finance a marketing campaign to restore your image in 
the community.

Coverage Comparison
Cyber Insurance
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Bobby Kneisel
CEO
KTech Solutions
bobby.kneisel@ktechsolutionsllc.com
614.398.0999

Where To Go For Outside Help

Cyber Security:
Protecting Brokerages

Cyber Security:
Protecting your Small Business

Where To Go For Outside Help
Matthew J. Wyen
CEO/ Co-Owner Simplicity Virtual
Matt.wyen@simplicityvirtual.com
(614) 401-8138

Main Office - 614-721-4333
Tech Support - 614-721-3337

website: 
https://simplicityvirtual.com
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Cyber Insurance:
Protecting Your Small Business

Where To Go For Cyber Insurance

Kaitlin Kelly
Fran Kelly Professional 
Liability LLC

www.TitleLiability.com
Direct: 610-413-2574
Office: 610-478-0400
Fax: 412-281-4716
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Be Vigilant and Make the Phone Call!
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